
Executive Summary
As a mission critical system that enables busi-
nesses to communicate faster, better, and easier 
with their entire supply chain, enterprise email has 
become vital to the way successful organizations 
conduct business. Unfortunately, as it has evolved 
into an elaborate communication platform, email 
has also become a target for malicious attacks and 
a source of corporate liability. Still, with every new 
threat that has surfaced, diverse solution providers 
have issued their varied responses to each threat. 
And, as each new liability has been exposed, other 
providers have come forth with other solutions. 

Whether the concerns deal with viruses, spam, 
escalating storage, regulatory compliance, legal 
discovery costs, or email abuse, organizations now 
have an array of products to aid them in their risk 
management efforts. However, since the majority 
of these products have been developed as point 
solutions to address specific pains, they lack the 
ability to work together and cohesively address the 
comprehensive needs of the entire messaging infra-
structure. This lack of integration and cohesion has 
created enormous complexity that has given rise 
to a dysfunctional approach to risk management, 
resulting in:

• Increased IT administration and manpower costs
• Increased software licensing costs
• Increased risk management gaps

To eliminate the costs and risk gaps resulting from 
dysfunctional management of messaging environ-
ments, organizations need to leave behind the 
point product paradigm and take a holist approach 
to managing their entire messaging infrastructure. 
Successful risk management requires more than 
putting in place an array of different threat manage-
ment engines. Successful risk management begins 

by establishing a solid risk management policy 
foundation for the entire messaging infrastruc-
ture and then building upon that foundation with a 
cohesive set of solutions that can act in concert to 
mitigate risk. 

The M+ Perimeter Policy Framework from Messag-
ing Architects provides that foundation, delivering 
an open and extensible, standards-based policy 
framework that organizations can build on to cost ef-
fectively and successfully manage and mitigate their 
risk factors for today and the future. 

Introduction
Messaging and collaboration systems have become 
the communication backbone of today’s fast-paced 
business world. The effectiveness of an organiza-
tion’s messaging infrastructure plays a significant 
role in driving its overall success. However, most 
organizations fail to fully comprehend the threat 
landscape that permeates their messaging environ-
ments. 

Most organizations appreciate the real threat that 
downtime can have on their mission critical opera-
tions. The inability to receive or send messages for 
an unspecified number of minutes, let alone hours 
or days, can have disastrous effects on a business’ 
livelihood. Unfortunately, many of these same busi-
nesses continue to ignore factors that contribute to 
messaging downtime and affect the overall perfor-
mance of their collaboration systems.

Organizations also exert enormous effort to defend 
themselves against the ever-growing attacks on 
their IT infrastructure from email-based malicious vi-
ruses, spam, adware, and phishing schemes. How-
ever, the manner in which they go about combating 
these threats often creates a significant amount of 
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unnecessary costs, complexity, and mismanage-
ment, while still leaving themselves vulnerable to 
avoidable and costly risks.

In addition to these more commonly known risks to 
their messaging environments, organizations need 
to be aware of a set of often overlooked threats that 
arise from email abuse, leakage of confidential infor-
mation, and improper retention of email as required 
by government regulations or as may be requested 
for legal discovery. If these real risks are not prop-
erly managed and given the urgent attention they 
require, they can ultimately lead to unexpected, yet 
devastating lawsuits and fines.

Given the complexity of regulatory frameworks 
and the high costs of legal discovery, the case for 
applying modern risk management techniques to 
corporate email systems is stronger than ever. 
Unfortunately, most organizations have poor or only 
partially implemented policies. Recent penalties 
and fines imposed for faulty email records retention, 
coupled with new developments on the legal land-
scape confirm that organizations need to make sure 
that their corporate policy is what drives their tech-
nology decisions, not the opposite.

Dysfunctional Management: The Point-Solution 
Paradigm
Even when organizations recognize the risks cre-
ated by the ever-growing complexity of their email 
and messaging systems, they still struggle to ef-
fectively manage those risks. The inadequacy to 
implement effect risk management measures for 
an organization’s messaging infrastructure not only 
comes from a lack of fully understanding the risks at 
play, but also stems from the dysfunctional manage-
ment environment that has evolved over time within 
the messaging and collaboration space.

When email had its first roots, it existed as an 
internally focused application that sent messages 
in a basic text format. It had little or no calendaring 
capability. Before long, email capabilities improved. 
It expanded beyond the borders of the internal 
network, enabling rapid and efficient communication 

with business partners, suppliers, and customers. 
Calendaring and task management features were 
eventually added, along with document storage. 
Over time, the simple email application has grown 
and transformed itself into a mission critical collabo-
ration centerpiece.

Unfortunately, each enhancement to the email 
collaboration infrastructure brought with it its own 
set of IT management concerns and security risks. 
Likewise, as Internet and technology has matured, 
new types of threats have continued to emerge on 
a frequent basis. Each time a new issue surfaces, 
third-party developers race to market with a solution 
to address the situation. 

When worms and viruses made their debut, anti-
virus solutions came to the rescue. With every new 
threat, new solutions have continued to evolve. As 
document collaboration via email became more 
commonplace, new document management solu-
tions came into play. Anti-spam and anti-adware 
products have come in full force to take part in the 
spam wars. With inappropriate emails flooding the 
communication streams, some organizations have 
sought for ways to keep it from reaching their users’ 
inboxes, while others have looked for ways to keep 
it from leaving their users’ outboxes. And with email 
becoming the DNA equivalent for civil litigation suits 
and as governments have legislated new email 
retention requirements, businesses have begun to 
scramble for archival solutions to help them better 
manage their email repositories.

As a result, organizations have ended up with 
several different pieces of equipment or software to 
manage different aspects of their email infrastruc-
ture. Every time one of these new solutions comes 
along to address a new issue, organizations not 
only have to educate their administrators on how to 
deploy and manage the new solutions, but they also 
must devise a new set of policies to govern how 
these solutions act.
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Furthermore, these point product solutions have a 
narrow area of focus, seldom seeking to do more 
than solve the specific problems at hand. When 
they do go beyond their narrow focus, they often 
provide functionality that overlaps with other needed 
solutions. While the different point products might 
do their individual jobs exceptionally well, by not be-
ing able to act in cooperation with their messaging 
management counterparts and without any underly-
ing policy engine to control them all, management of 
the entire environment becomes extremely complex 
and difficult. 

The fallout from having a messaging infrastructure 
hindered by point-solution complexity includes:

• Increased IT administration and manpower 
 costs to manage and learn different management 
 interfaces, and deal with multiple vendor 
 relationships
• Increased software licensing costs from 
 purchasing overlapping functionality
• Increased risk management gaps due to the 
 inability to implement and enforce cohesive 
 enterprise wide messaging management policies

Successful risk management must go far beyond 
putting in place the right anti-virus, anti-spam, email 
archival or content filtering engine. Instead of focus-
ing on different individual threat management en-
gines, successful risk management must focus on 
a far-reaching infrastructure policy solution that can 
easily and effectively govern all the different threat 
management engines that an organization might 
require today and in the future.

Email Archive and Storage Risks
According to industry analyst IDC, the size of busi-
ness email volumes sent annually worldwide was 
expected to exceed 3.5 exabytes for 2006, more 
than twice the amount of the previous two years 
(Note: 1 exabyte = 1 thousand petabytes = 1 mil-
lion terabytes = 1 billion gigabytes). For the com-
ing years, email volumes can only be expected 
to expand significantly, if not exponentially. This 
explosive growth creates a variety of risk factors 

that lead to significant business damage and costs if 
not properly managed, including:

• Poor messaging system performance
• Increased downtime potential with lengthy 
 system recovery times
• Regulatory fines and lawsuits
• Prohibitively high legal discovery costs

System Performance and Downtime
According to Osterman Research, message stores 
are growing at an average rate of more than 40% 
each year with the result that storage bloat on 
email servers is becoming the norm rather than 
the exception (Key Decision Factors in Selecting a 
GroupWise Archiving Solution, Osterman Research, 
October 2006). Some estimates posit that only 30% 
of the data in those stores is made up of the typical 
2K or 3K messages, indicating that the remaining 
70% is consumed by email attachments.

In standard practice, even when users save their 
email attachments to a local disk or network storage 
for easier access, rarely do they make it a matter of 
course to delete attachments from their email mes-
sages. Furthermore, due to industry or government 
regulations, in some cases they would be ill advised 
to delete attachments even if they were so inclined. 
It is easy to discern that the practice of leaving at-
tachments embedded in the actual email message 
is one of the primary causes of excessive email 
storage growth.

Increased storage requirements lead to increase 
storage costs. While some might argue that the low 
cost of storage has made it a commodity with little 
impact on the bottom line, they overlook the fact that 
the costs of managing storage have significantly 
outpaced the cost of storage itself. Industry analysts 
suggest that for every 16TB of data that an orga-
nization has, it requires a full-time administrator to 
manage it.
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While rising email storage demands have a direct 
effect on an organization’s storage and storage 
management costs, perhaps the even greater con-
cern is their effect on the performance and uptime of 
the messaging system as a whole. Users may have 
the attitude that their inbox is just another folder on 
their computer. The truth is that messaging systems 
store those emails with their large attachments in a 
different manner than is employed for typical un-
structured user data storage. Rather, they’re stored 
in the messaging system’s own relational database. 

Relational databases inherently do not deal well 
with large files. They achieve higher levels of perfor-
mance with data stores that are compact and well 
maintained. As the quantity of large attachments 
grows over time, the efficiency of the messaging 
system will continue to decline, hindering the pro-
ductivity and performance expected by its users. 
Excessive data store sizes can also affect message 
integrity, as well as contribute to conditions that 
raise the probability of system crashes.

Not only can large data stores lead to messaging 
system downtime, but they also adversely affect 
recovery times as well. While a 40GB data store 
might only take 4 hours to restore from tape, a 
200GB data store might take as many 4 days before 
renewed uptime is achieved. In other words, the 

size of the data store has an exponential effect on 
recovery times rather than merely linear.

For a number of obvious, and perhaps not so obvi-
ous, reasons, the answer to addressing excessive 
message storage growth is not to automatically de-
lete attachments from email messages. Rather, this 
risk factor is best addressed with a message archive 
solution that employs attachment stripping from 
within a messaging perimeter policy framework. 

Before an email even enters the messaging system, 
an archive solution in a perimeter policy framework 
can use attachment stripping to remove attach-
ments from the email, store them in a separate 
data store, and insert a link in the body of the email 
message that points to the storage location of the 
attachments.

By stripping the attachment at the organization’s 
perimeter, before it enters the messaging system, 
the attachment never consumes any of the messag-
ing data store’s storage space, allowing it to remain 
compact and run at optimal efficiency. Users still 
have access to the attachments directly from their 
email messages, and if their epolicy allows it, they 
can also have the flexibility to save those attach-
ments to local or network storage. 

To further promote system efficiency, this same 
archiving solution also needs to have the ability to 
move out of the messaging system’s data store any 
email messages that are no longer consistently ac-
cessed, storing them into a separate archival reposi-
tory for historical retention. The policy-based nature 
of the solution must enable organizations to define 
retention rules in regards to how long archived mes-
sages and stripped attachments should be main-
tained before they are automatically deleted. Such 
automated retention policies allow organizations to 
easily adhere to industry and government regula-
tions, while also keeping the storage size of the 
archive repository at a minimum.
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“Excessive storage can dramatically reduce
server performance and can lead to other 
problems, such as a loss of message integ-
rity. An archiving system, by automatically 
migrating data from GroupWise servers to 
archival storage, can improve server per-
formance and allow administrators to more 
adequately manage overall storage require-
ments.” 

Osterman Research - Key Decision Factors 
in Selecting a GroupWise Archiving 
Solution, October 2006 



Regulatory and Government Fines
In the past, so-called conventional wisdom es-
poused the idea of intentionally and systematically 
purging all documents, especially email records, in 
order to protect organizations from having any bad 
records eventually come to light that could possibly 
embarrass them or hurt their chances in the course 
of some future litigation. However, a number of 
these organizations have learned the hard way that 
early destruction of email can be dangerous to a 
business’ livelihood, as evidenced from lawsuits and 
legislation of the past few years.

In 2004, a federal judge ordered Philip Morris USA 
Inc. to pay $2.75 million in sanctions for destroying 
emails that the Justice Department wanted in its 
lawsuit against the tobacco company. In the U.S. 
and other countries legislation concerning informa-
tion access dictates what information, including 
email, businesses need to maintain and how long 
it needs to be maintained. Security exchange firms 
have strict email retention guidelines of their own 
that they must follow in order to comply with SEC 
and NASD regulations. The bottom-line is that to 
stay in compliance and avoid fines, every organi-
zation needs to craft an email retention policy that 
coincides with the demands of their industry and 
government regulations that apply to their specific 
workplace.

In addition to creating email retention policies, 
organizations need an email archiving solution 
that can automatically implement and enforce that 
policy.  While most enterprise-level email systems 
have built-in archiving functions, they’re primarily 
designed for personal archiving and fall significantly 
short of being able to meet the demands of a reten-
tion policy that must be carried out enterprise-wide.

To consistently comply with industry and govern-
ment email retention requirements, organizations 
need a messaging archival solution that operates 
from within a perimeter policy framework. The 
solution’s policy framework should be identity man-
agement based, so that it not only enables organi-
zations to automatically implement global enterprise 
email retention policies, but to implement policies 
based on specific groups and individual users within 
the organization as well. 

The ability to define and execute policy based on 
groups and users becomes a necessity since differ-
ent user roles in the organization often must com-
ply with different legislated or industry mandated 
retention requirements. For example, emails sent 
and received by company officers and executive 
management will almost always need to be archived 
based on a different set of policies than those that 
apply to ordinary office workers.

Legal Discovery Costs
In 2002, five major security firms were fined $8.3 
million for failing to keep and produce emails in 
regulatory investigations. What this underscores 
is not only the need to retain email in accordance 
with existing laws and regulations, but organizations 
must also be able to produce those archived emails 
as part of any legal discovery process. 

However, while the inability to produce archived 
electronic correspondence can result in significant 
fines, it can also inhibit an organization’s ability to 
successfully make their own case in the course of 
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“An archiving solution for any organization 
of more than a handful of users should 
use an identity management paradigm for 
management of the archiving process. In 
a typical organization, different roles and 
functions will require different levels and 
types of archiving.” 

Osterman Research - Key Decision Factors 
in Selecting a GroupWise Archiving 
Solution, October 2006 



litigation. Organizations gain the advantage when 
they can provide their own legal counsel electronic 
evidence that the opposing team cannot produce 
in a timely manner. Having to dredge through tape 
backups of old emails to produce required evidence 
can consume a significant amount of an organiza-
tion’s manpower resources, time, and budget. De-
ploying an appropriate archiving solution that follows 
defined policies to move emails from the messaging 
system to a separate repository gives organizations 
the upper hand in addressing these issues.

Furthermore, an intelligent archival solution can 
give an organization greater ability to produce only 
what has been requested as part of legal discov-
ery, as well as give a better understanding of email 
contents so that an organization does not inadver-
tently hurt its own case.  Likewise, a policy-based 
archiving solution can further help an organization’s 
case by verifying that certain email records have 
been legitimately destroyed in accordance with ac-
ceptable industry guidelines.

Perhaps an even greater motivating factor for 
leveraging an intelligent email archival solution is 
to reduce the skyrocketing costs involved in legal 
discovery of email records. As part of an existing 
lawsuit between competing chipmakers, AMD and 
Intel, Intel has already had to provide 17 million 
pages of documentation to AMD at a cost of mil-
lions of dollars. Furthermore, during the discovery 
process, Intel failed to inform 400 of its employees 
that they needed to preserve information poten-
tially relevant to the case. Some of that information 
consisted of email records that were automatically 

purged from Intel’s messaging system every 45-60 
days. Intel might be fined for the deletions or they 
might receive a court order to attempt to recover 
those purged e-mails from tape backups, which will 
consume significant cost and man-hours. Intel has 
learned its lesson the hard way and has since taken 
steps to deploy a new email archiving system that 
will end its reliance on tape backup and the actions 
of its individual employees.

The key principle that should be understood is that 
organizations need to implement intelligent messag-
ing archive management solutions that enable them 
to facilitate the rapid discovery of their email based 
evidence, dramatically minimize the effort and cost 
required to perform that discovery, reduce corporate 
and executive exposure, reduce the time to process 
cases, and improve the chances of fast resolution 
of legal issues whether it’s based on the proof of the 
existence or non-existence of email records.

Email Content Risks
While email has become the communication life-
blood for business, it has also become a relentless 
carrier of dangerous content in a variety of forms 
that threaten to halt business operations, interrupt 
employee productivity, sabotage market plans, and 
open the door to an array of liability lawsuits. To 
stop these threats before they can do any real harm, 
organizations must implement solutions that work 
harmoniously together to address the risks faced by 
the messaging infrastructure as a whole.

Combating the Threat of Malicious 
and Unwanted Email
The development of malicious viruses, Trojans and 
bots has become a full-time profession for unscru-
pulous, yet enterprising engineers that sell their 
wares on the black market or work directly for orga-
nized crime rings. These crime rings target specific 
organizations, using their email-based malware to 
steal customer account information, personal identi-
fication data, trade secrets, financial records, or any 
other private information that enables them to reach 
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“The cost to retrieve email information from 
a backup tape averages $1,500 to $2,000 
per tape. When hundreds of tapes are 
involved, the cost can run into millions of 
dollars.”

Ferris Research - Key Meeting the 
Challenge of Email Discovery, January 2007 



their primary goal of profiting from an organization’s 
sensitive digital data.

The increasing rise of spam poses a similar risk to 
organizations, but not in the way that most people 
think. The common perception of spam is that it is 
simply a nuisance that, if not adequately addressed, 
can clog email pipes and decrease end-user pro-
ductivity. To combat this common problem domain 
hosts, data centers, and internal IT teams imple-
ment an array of spam filters designed to minimize 
the amount of spam that actually enters an enter-
prise’s email system. 

But spam creates another threat that can have a 
direct, negative impact on an organization’s rev-
enue stream and company-wide productivity. Spam 
attacks, as well as phishing and denial of service 
attacks, typically originate from unwitting botnets 
controlled by external sources. Without the proper 
controls in place, an organization can unsuspect-
ingly become a botnet host. For example, an enter-
prise with 5,000 desktops might have 200 machines 
that have been infected via email with hidden bots 
that are simply laying in wait to be called into action. 
Once those bot infected machines are called into 
action, they’ll send out a flood of spam. 

Not only will this outgoing flood of spam put an 
immediate stranglehold on the infected network’s 
bandwidth, but in a short amount of time the organi-
zation’s messaging domain will become blacklisted 
as a known spammer. Once this happens, the or-
ganization’s entire outbound messaging stream will 
come to a complete halt. It takes tremendous effort 

to have a blacklisted domain removed from the list. 
Successful appeals can take days, which can liter-
ally cripple a business whose revenue streams and 
sales opportunities rely on the free flow of email. But 
the affects of being blacklisted can potentially have 
far greater negative repercussions on a company’s 
business caused by the damage to its good name 
and reputation.

Anti-virus and anti-spam offerings abound that at-
tempt to combat these threats. In fact, it’s estimated 
that more than 90% of businesses have such prod-
ucts in place, but often these are simply point solu-
tions designed to address a narrow set of problems, 
without taking into account the requirements of the 
entire messaging system beyond purely techno-
logical considerations. When evaluating potential 
solutions, organizations need to determine if they 
address all their risk management concerns as it 
applies to malware and unwanted emails.

Does the solution provide inbound and outbound 
protections? Does it provide the flexibility to set 
these outbound and inbound protections indepen-
dent of each other? Does it provide perimeter-based 
blocking, stopping harmful or suspect emails from 
ever entering or leaving the messaging system? 
Can it work in concert with the system’s messag-
ing archive solution, including the ability to scan, 
and quarantine if necessary, attachments that have 
been stripped from an email and stored outside of 
the messaging system’s data store? As the threat 
landscape evolves will it have the ability to eas-
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“Online attacks have become more sneaky 
and professional, as a new breed of fi-
nancially motivated cybercriminals has 
emerged as public enemy No. 1.”

IDG News Service, Computerworld Security 
-2006: The Year in Security, by Jeremy Kirk 
and Robert McMillan, December 07, 2006

“Most companies now scan incoming email 
for viruses and spam, but outgoing email 
remained largely unfiltered. In fact, only 
22% of respondents indicated that their 
company filters outgoing email.”

Radicati Group – Corporate Email User 
Habits, September, 2005



ily integrate with other aspects of the messaging 
architecture, such as instant messaging or content 
filtering?

Addressing the risks that malware and spam pres-
ent to the entire messaging infrastructure requires 
a holistic approach to risk management. This ap-
proach can be best served with anti-virus and anti-
spam offerings that operate from within a perimeter 
policy framework that cohesively integrates all mes-
saging management operations, including archive 
management and content filtering. 

Stopping Inappropriate and Harmful Email
While the threats from organized cybercriminals 
need to be a high priority on an organization’s risk 
management agenda, CIOs and IT directors must 
not ignore just as serious an email based threat 
that originates from within their own ranks. These 
risks come in the form of internal users knowingly or 
unknowingly abusing their email privileges.

As a case in point, in 1995 Chevron Corporation 
agreed to pay $2.2 million to settle a sexual harass-
ment lawsuit brought against it by a group of women 
employees. At the heart of the lawsuit was a sex-
ist email that had been forwarded by a manager to 
some of the oil giant’s other employees. In 2000, 
Morgan Stanley paid $1 million to settle a $1.35 
billion lawsuit against it that stemmed from a rac-
ist email that had been sent by the company’s top 
corporate legal officer.

A September 2005 study on the habits of corporate 
email users conducted by the Radicati Group found 
that 70% of users indicated that they had received 
offensive email in their corporate inbox. The same 
study also showed that 42% of users had received 
email from co-workers or colleagues that contained 
offensive language (The Radicati Group, Corporate 
Email User Habits, September 2005). Obviously, 
communications of these types have no place in 
any business. In fact, most organizations have firm 
written policies prohibiting this type of behavior. 
Unfortunately, many of these organizations still 
put themselves at risk because they have no real 
means to enforce and prevent these types of emails 
from being sent.

But risks of an offensive nature are not the only 
threats that businesses must deal with in terms of 
how their employees use email. In that same Radi-
cati study, 6% of users admitted to having emailed 
company information that might be considered 
confidential to someone that they should not have 
emailed it to. While that percentage might seem 
small, in a corporation with 10,000 employees 
that equates to 600 employees leaking proprietary 
information that could have a direct impact on the 
competitiveness and livelihood of that business. In 
addition, this percentage doesn’t even cover propri-
etary email that had been inadvertently sent with-
out first being properly encrypted to protect it from 
unwanted eyes.

To mitigate these risks, organizations need compre-
hensive policy-based content filtering with multiple 
layers of protection. The security solution needs to 
be able to stop both incoming and outgoing email 
based on customized content criteria that can be 
defined for specific users, groups, and domains. It 
must have the flexibility to filter on multiple lexicons 
that can be added or customized based on the 
organization’s unique needs and policies. To ensure 
the highest levels of protection and efficiency, it 
must also be able to work in concert with the organi-
zation’s anti-virus and anti-spam solutions.
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“Though most IT organizations have made 
investments to control the inbound threat of 
spam and virus laden emails, many have 
not addressed the equally important risk 
of inadvertent or intentional outbound data 
leaks” 

Aberdeen Group –2006 Messaging Security 
Benchmark Report



Perimeter Policy Framework
The perimeter policy framework inherent to 
M+Guardian offerings from Messaging Architects 
provides organizations with a policy focused solu-
tion that facilitates risk management of the entire 
messaging infrastructure. Using Novell eDirectory 
as its policy repository, in conjunction with Novell 
Identity Manager, the M+ Perimeter Policy Frame-
work facilitates the process of establishing clear, 
concise and comprehensive policies for addressing 
all aspects of an organization’s messaging related 
risk management concerns. 

The key strengths inherent to the M+ Perimeter 
Policy Framework that enable it to give organiza-
tions a greater ability to manage and mitigate the 
risks in their messaging environments include:

• Management - Holistic Policy Management
• Modular – Extensible Modular Framework
• Monitoring – Real-time Infrastructure Monitoring

Holistic Policy Management
Whether it’s viruses, escalating storage growth, reg-
ulatory compliance, legal discovery, or email abuse, 
the most powerful tool that an organization has for 
dealing with any risk factor in their messaging sys-
tem is policy. But for it to be effective, organizations 
must define and wield epolicy wisely. It begins with 
creating policies that are appropriate for the organi-
zation as a whole, then policies for specific groups 
and roles, and finally for certain individuals. Policies 
must be looked at from the perspective of the entire 
messaging ecosystem, not in terms of just one risk 
factor or messaging segment. By taking a holistic 
approach to policy management, organizations gain 
a better understanding of what their real risk factors 
are for the entire messaging infrastructure and how 
they must be dealt with to be properly mitigated.

Effective policy management requires that all users 
be continually educated in regards to those policies, 
so that they know and understand what their expec-
tations are. But policy creation and education are 
not enough. To achieve the highest levels of assur-

ance that policies will be adhered to, organizations 
must have the means to ensure those policies are 
automatically carried out and enforced.

The M+ Perimeter Policy Framework enables orga-
nizations to easily define, implement, and enforce 
effective policies for mitigating the risks that affect 
their entire messaging ecosystem. As a universal 
policy framework, it eliminates the need to reinvent 
policies every time an organization needs to add 
new functionality to the risk management system. 

To achieve the highest levels of security, scalabil-
ity, and flexibility, M+ Perimeter Policy Framework 
leverages the power of eDirectory from Novell. With 
its hierarchical, identity-based design, M+ Perimeter 
Policy Framework and eDirectory work together to 
simplify an organization’s ability to create and en-
force policies for the entire organization, as well as 
for specific roles and responsibilities. 

This type of identity and role-based policy manage-
ment is critical to enabling organizations to adhere 
to government and industry regulations as they 
apply to certain job functions and levels of authority. 
It gives IT directors and CIOs the ability to enforce, 
monitor, and verify that all departments and em-
ployees comply with established policies no matter 
where they’re located.
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“Using centrally managed policies allows 
an organization to automate the archiving 
process and ensure that regulatory, legal 
and corporate policies are managed con-
sistently and completely with a minimum 
investment of IT staff time to manage the 
archiving and policy management process.”

Osterman Research - Key Decision Factors 
in Selecting a GroupWise Archiving Solu-
tion, October 2006 



Extensible Modular Framework
Rather than acting as a point product focused on 
solving individual problems, the M+ Perimeter Policy 
Framework provides a policy platform that allows or-
ganizations to plug in the messaging management 
and threat engines they need. Once deployed inside 
the framework, these engine modules can automati-
cally leverage the organization’s defined policies to 
address the needs of the entire infrastructure.

For example, in terms of anti-virus and anti-spam, 
organizations can engage the M+ Perimeter Policy 
Framework to employ the multiple filters and threat 
management engines inherent to Messaging Archi-
tects M+Guardian appliance, which includes:

• Virus elimination based on pro-active real-time 
 threat analysis and a dedicated automatically 
 updated virus engine 
• Multi-tiered auto-updated spam detection engines 
 that inspect the full range of attributes of incoming
 email messages, including unstructured content 
 in the body of messages
• Forbidden attachment scanning and blocking
• Email content filtering
• Email content extractor

To compliment their anti-virus, anti-spam, and 
content filtering efforts, organizations can add other 
modules to the M+ Perimeter Policy Framework. For 
instance, to deal with the risk factors in the areas of 
email storage growth, retention policies, and legal 
discovery, M+Archive servers can seamlessly plug 
into the framework to provide archive management 
that includes:

• Scheduled archiving and email indexing
• Message retention with compliance locking
• Tiered archival storage for scalability
• Web-based data accessibility
• Advanced search engine for rapid discovery
• Encrypted exports
• Archive grooming
• Automatic migration
• Automated record deletion and log trail

The framework’s module design allows organiza-
tions to easily add new functionality as their needs 
or risk factors change, but the M+ Perimeter Policy 
Framework is not limited to only Messaging Archi-
tects’ offerings. Since the framework is based on the 
NMAP open architecture, third parties can develop 
their own modules or engines that can plug into 
the framework, allowing these engines to be easily 
governed by the policies that organizations have es-
tablished for their messaging environments. In fact, 
Messaging Architects already has relationships with 
McAfee, PostX, EMC, NetApp, and Nexsan that 
have led to the development of existing and future 
products that take advantage of the M+ Perimeter 
Policy Framework.

The extensible architecture of the M+ Perimeter Pol-
icy Framework makes it easy to repurpose existing 
modules or engines to be inserted into other media 
flows. For example, instead of just scanning email, 
a module can be repurposed to also scan instant 
messaging or calendar flows in accordance with the 
enterprise’s already established policies. 

Real-Time Infrastructure Monitoring
The M+ Perimeter Policy Framework provides 
real-time monitoring of key services, resources, 
and performance counters for the entire messaging 
infrastructure. This level of real-time monitoring en-
ables organizations to proactively and preemptively 
address potential problems before they are able to 
affect business operations and user productivity. 
Through its MailScope portal, IT administrators can 
access monitored statistics, current performance 
reports, and capacity graphs, as well as knowledge-
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base articles on Messaging Architects’ solutions 
and services. Also, in connection with its real-time 
monitoring capabilities, it automatically verifies and 
updates the framework with the latest threat pat-
terns, virus definitions, and anti-spam definitions.

Conclusion
While the effectiveness of an organization’s col-
laboration system plays a significant role in its 
overall success, the complexity of today messag-
ing infrastructures has created enormous chal-
lenges in mitigating and managing their associated 
risks. The evolution and deployment of disparate 
point products that have surfaced to address these 
threats have created an even greater environment 
of complexity and difficulty in terms of risk manage-
ment. As a result, organizations end up managing 
the threats that plague their messaging systems in a 
disjointed manner, expending more time, resources 
and money than necessary, while often still leaving 
their systems vulnerable to an array of unchecked 
hazards.

The M+ Perimeter Policy Framework from Messag-
ing Architects enables organizations to unify their 
risk management efforts in addressing the needs of 
their messaging infrastructure as a whole. It elimi-
nates the complexity created by point products and 
lets organizations coordinate their risk management 

efforts under a cohesive enterprise wide policy 
framework. As new technologies develop and new 
threats arise, its open API and standards-based 
architecture facilitates the ability to insert new risk 
management solutions into the framework to be 
governed by and managed under its powerful policy 
umbrella. 

Furthermore, by operating on the perimeter, M+ 
Perimeter Policy Framework can retain its indepen-
dence from the messaging system infrastructures, 
blocking harmful external email from ever entering 
the system and stopping harmful internal email from 
leaving. With its separate archival data store, it fos-
ters higher messaging system performance, lead-
ing to increased uptime and enabling faster system 
recovery times. Its service orientation enables it to 
host an array of comprehensive email management 
capabilities that empower organizations to improve 
their ability to avoid regulatory fines and lawsuits, as 
well as reduce potential legal discovery costs. The 
perimeter-based architecture inherent to M+ Perim-
eter Policy Framework delivers centralized, holistic 
management of the entire messaging system, re-
sulting in greater power, control and flexibility in how 
organizations manage and mitigate email risk.

As specialists in risk management for enterprise 
messaging and collaboration, Messaging Architects 
offers its customers a complete vertical supply chain 
of solutions and services to help them successfully 
manage and mitigate the vast array of threats they 
face. By taking advantage of its M+ Perimeter Policy 
Framework (along with a comprehensive arsenal of 
solutions, education, and support) customers can 
enjoy the benefits of a robust email and collabora-
tion infrastructure, empowering them to focus on 
what matters most—growing their business.
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